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Textbook discussion

• Please read Chapter 3 (Sections 3.1 – 3.7)
• User Authentication—Passwords, Biometrics and Alternatives
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What password advice would 
you share with your friends?
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What password policy would 
you put in place if you were in 
charge of a company’s security?
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Authentication
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- The process of proving who you are



Authorization

- Whether or not you should have access to something once you 
have authenticated who you are
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Usernames and Passwords

How you typically authenticate yourself  to a system

1. Username – public

2. Password – something only you know
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Here’s the truth about passwords

Humans suck at passwords!
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Why do we (humanity) suck at this? 

• Passwords are required to be random
• Humans can’t choose random things

• Passwords are required to be long and complex
• Human’s can’t remember long and complex things
• Even if they do remember, they are hard to enter reliably

• Passwords are leaked all the time!
• Humans are bad at storing sensitive information! 
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Why not just get rid of passwords?

12



We’re kind of stuck with them …

Why do you think?
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Dictionary attacks
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Wordlists: RockYou (N=32,603,388)
Count Password  Prob
290729 123456  0.0089171407585
79076 12345  0.00242539210956
76789 123456789 0.00235524602535
59462 password 0.00182379818932
49952 iloveyou 0.00153211071193
33291 princess 0.00102109020081
21725 1234567  0.000666341792454
20901 rockyou  0.000641068345412
20553 12345678  0.00063039460807
16648 abc123  0.000510621779552
16227 Nicole  0.0004977090111
15308 Daniel  0.000469521756451
15163 Babygirl  0.000465074365891
14726 Monkey  0.000451670850894
14331 Lovely  0.000439555545577
14103 Jessica  0.000432562407318
13984 654321  0.000428912479893
13981 Michael  0.000428820464916
13488 Ashley  0.000413699337014
13456 Qwerty  0.000412717843925

15https://en.wikipedia.org/wiki/RockYou

https://en.wikipedia.org/wiki/RockYou


16https://www.spoonflower.com/profiles/lorrietweet

https://www.spoonflower.com/profiles/lorrietweet


Password strength requirements
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Humans can’t choose random things
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https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=907615

https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=907615


Humans can’t choose random things
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https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=907615

https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=907615


Special character rules don’t work

P@ssword123!
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Brute-force attacks
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Try ALL possible passwords



Brute-force attacks
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4-digit pins

How many total combinations?

104



Brute-force attacks
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4-character pins

Assuming 94 characters 
10 numeric digits
26 lowercase letters
26 uppercase letters
32 special characters !@#$%^&*()_+=-[{]}\|;:’”`~<>,.?/

How many total combinations?

944 = 78,074,896



Brute-force attacks
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6-character pins or password
946 = 689,869,781,056

8-character password
948 = 6,095,689,385,410,816



https://pages.nist.gov/800-63-3/sp800-63b.html

https://pages.nist.gov/800-63-3/sp800-63b.html


"Memorized secrets SHALL be at least 8 characters
in length…"



"Verifiers SHOULD permit subscriber-chosen memorized 
secrets at least 64 characters in length. All printing ASCII 
characters as well as the space character SHOULD be 
acceptable in memorized secrets. Unicode characters 
SHOULD be accepted as well."



"… verifiers SHALL compare the prospective secrets against a 
list that contains values known to be commonly-used, 
expected, or compromised…     (aka. blocklist)

- Passwords obtained from previous breach corpuses
- Dictionary words
- Repetitive or sequential characters (e.g. 'aaaaaa', 

'1234abcd')
- Context-specific words, such as the name of the service, 

the username, and derivatives thereof



"Verifiers SHOULD NOT require memorized secrets to be 
changed arbitrarily (e.g., periodically)."



Annoyed people make bad passwords

30https://dl.acm.org/doi/pdf/10.1145/2508859.2516726

https://dl.acm.org/doi/pdf/10.1145/2508859.2516726


Forcing password change is bad
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It widens an attacker’s window of opportunity 
to hijack an account, as regular password 
changes are common occurrences



"Verifiers SHALL implement a rate-limiting mechanism that 
effectively limits the number of failed authentication 
attempts that can be made on the subscriber’s account…"
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Two-Factor Authentication (2FA)



Multi-Factor Authentication



User authentication categories
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https://people.scs.carleton.ca/~paulv/toolsjewels/TJrev1/ch3-rev1.pdf

https://people.scs.carleton.ca/~paulv/toolsjewels/TJrev1/ch3-rev1.pdf


What you know

- Password                 Tr0ub4do&r

- Pin                           0000

- Passphrase               correct horse battery staple
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What you have

- Mobile phone

- Security token 

- Keycard
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What you are

Physical biometrics
- Fingerprint
- Face 
- Iris
- Retina
- Voice
- Hand geometry
- Thermal signature

Behavioral biometrics
- Keystroke dynamics 
- Mouse movement and scrolling patterns
- Pressure or location on a touchscreen
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Image generated by DALL-E



Where you are

Geolocation of a user-associated device
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Image generated by DALL-E



One-Time Password (OTP)



https://www.tokenguard.com/RSA-SecurID-SID700.asp

https://www.tokenguard.com/RSA-SecurID-SID700.asp


https://en.wikipedia.org/wiki/Google_Authenticator

https://en.wikipedia.org/wiki/Google_Authenticator


SMS Verification

45https://www.forbes.com/sites/zakdoffman/2020/11/17/microsoft-warning-about-sms-security-codes-sent-to-apple-
iphone-and-google-android-phones

https://www.forbes.com/sites/zakdoffman/2020/11/17/microsoft-warning-about-sms-security-codes-sent-to-apple-iphone-and-google-android-phones
https://www.forbes.com/sites/zakdoffman/2020/11/17/microsoft-warning-about-sms-security-codes-sent-to-apple-iphone-and-google-android-phones
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https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html

https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html


Push notifications
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https://spidertechnet.richmond.edu/TDClient/1955/Portal/KB/ArticleDet?ID=144939

1. 2. 3.

https://spidertechnet.richmond.edu/TDClient/1955/Portal/KB/ArticleDet?ID=144939


MFA fatigue
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https://duo.com/blog/mfa-fatigue-what-is-it-how-to-respond

https://duo.com/blog/mfa-fatigue-what-is-it-how-to-respond
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Keylogging
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Credential stuffing
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Social engineering

- Using influence and persuasion to deceive, convince or manipulate

- The clever manipulation of the natural human tendency to trust
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Phishing
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ThreatGPT
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https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=10198233

https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=10198233


Smishing
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Vishing

Fraudulent phone calls or voice messages designed to trick victims 
into providing sensitive information, like login credentials, credit 
card numbers, or bank details
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https://www.cisco.com/site/us/en/learn/topics/security/what-is-vishing.html

https://www.cisco.com/site/us/en/learn/topics/security/what-is-vishing.html


Example: Eight phone calls and two emails to break in to a business:
https://www.stationx.net/social-engineering-example-2/
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https://www.stationx.net/social-engineering-example-2/
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https://arxiv.org/pdf/2111.03573.pdf

https://arxiv.org/pdf/2111.03573.pdf
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https://1password.com/

https://1password.com/
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https://www.forbes.com/sites/daveywinder/2022/08/25/lastpass-hacked-password-manager-with-25-million-users-confirms-breach

https://www.forbes.com/sites/daveywinder/2022/08/25/lastpass-hacked-password-manager-with-25-million-users-confirms-breach


What password advice would 
you share with your friends?
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