
Securing Data
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Storing a hash instead of a password
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P@ssword123!

Hash Function

wJ8yj9TJvXOLu7/myszHreSm90$CCAO…

Password Storage

Cleartext password

Hashed password



Testing a proposed password against stored
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Password Storage

Proposed 
cleartext 
password

P@ssword123!

Hash Function

wJ8yj9TJvXOLu7/myszHreSm90$CCAO… wJ8yj9TJvXOLu7/myszHreSm90$CCAO…

Do the 
hashes 
match? 

Access Denied Access Granted

No Yes



Spicing up the password with
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Password:                     spaghetti

Salt:                              guHtGCfTx

Salted Password:         spaghettiguHtGCfTx



Spicing up the password with
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user6:$6$guHtGCfTx$Lk9AyxmfIJ7gav9TC3MfN7wwzadtb:18323:0:99999:7:::

Salt is stored along with the hashed password

Hashed password
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P@ssword123!

Hash Function

wJ8yj9TJvXOLu7/myszHreSm90$CCAO…

Password Storage

Cleartext password

Hashed password

P@ssword123!guHtGCfTxCleartext password
Including the salt

guHtGCfTx

Salt
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Password Storage

Proposed 
cleartext 
password

P@ssword123!

Hash Function

wJ8yj9TJvXOLu7/myszHreSm90$CCAO… wJ8yj9TJvXOLu7/myszHreSm90$CCAO…

Do the 
hashes 
match? 

Access Denied Access Granted

No Yes

P@ssword123!guHtGCfTx
guHtGCfTx



Spicing up the password with
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A pepper is like a regular salt, but not stored



Securing Data

1. Codes
2. Ciphers
3. Symmetric-Key Encryption
4. Public-Key (Asymmetric) Cryptography

10



11

Alice Bob

Eve



Securing Data

1. Codes
2. Ciphers
3. Symmetric-Key Encryption
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https://en.wikipedia.org/wiki/Codebook

https://en.wikipedia.org/wiki/Codebook


Sender Receiver

“They have authority to authorize”

18736  18765

“They have authority to authorize”



Encode
plaintext → codetext
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Decode
codetext → plaintext
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Securing Data

1. Codes
2. Ciphers
3. Symmetric-Key Encryption
4. Public-Key (Asymmetric) Cryptography
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Caesar Cipher
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"If he had anything confidential to say, he wrote it in cipher, that is, by so changing the order of the letters 
of the alphabet, that not a word could be made out. If anyone wishes to decipher these, and get at their 
meaning, he must substitute the fourth letter of the alphabet, namely D, for A, and so with the others."
      —Suetonius, Life of Julius Caesar

https://en.wikipedia.org/wiki/Suetonius
https://en.wikipedia.org/wiki/Life_of_Julius_Caesar


Caesar Cipher

19

Left shift of 3



Caesar Cipher

20
https://en.wikipedia.org/wiki/Caesar_cipher

Left shift of 3

https://en.wikipedia.org/wiki/Caesar_cipher


Caesar Cipher (using modulo)
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0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

𝐸! 𝑥 = 𝑥 + 𝑛 	𝑚𝑜𝑑	26

𝐷! 𝑥 = 𝑥 − 𝑛 	𝑚𝑜𝑑	26



Modulo
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modulo (or "𝑚𝑜𝑑") is the remainder after dividing one number by another

Example:

14 𝑚𝑜𝑑 12 = 2
14
12

= 1	𝑤𝑖𝑡ℎ	𝑎	𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟	𝑜𝑓	2



23

modulo (or "𝑚𝑜𝑑") is the remainder after dividing one number by another

- Think of the value to the left of the 𝑚𝑜𝑑 as the number of steps around the clock

Examples:

7 𝑚𝑜𝑑 12 = 7

14 𝑚𝑜𝑑 12 = 2
38 𝑚𝑜𝑑 12 = 2

14	𝑚𝑜𝑑	12 = 2
38	𝑚𝑜𝑑	12 = 2



Caesar Cipher (using modulo)
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Right shift of n = 5

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

𝐸" 2 = 2 + 5 	𝑚𝑜𝑑	26

𝐸! 𝑥 = 𝑥 + 𝑛 	𝑚𝑜𝑑	26

𝐸" 2 = 2 + 5 	𝑚𝑜𝑑	26 = 7



Caesar Cipher (using modulo)

25

Right shift of n = 5

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

𝐸" 2 = 24 + 5 	𝑚𝑜𝑑	26

𝐸! 𝑥 = 𝑥 + 𝑛 	𝑚𝑜𝑑	26

𝐸" 2 = 24 + 5 	𝑚𝑜𝑑	26 = 3



Caesar Cipher (using modulo)
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Right shift of n = 5

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

𝐷" 7 = 7 − 5 	𝑚𝑜𝑑	26

𝐷! 𝑥 = 𝑥 − 𝑛 	𝑚𝑜𝑑	26

𝐷" 7 = 7 − 5 	𝑚𝑜𝑑	26 = 2



Caesar Cipher (using modulo)
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Right shift of n = 5

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

𝐷" 3 = 3 − 5 	𝑚𝑜𝑑	26

𝐷! 𝑥 = 𝑥 − 𝑛 	𝑚𝑜𝑑	26

𝐷" 3 = 3 − 5 	𝑚𝑜𝑑	26 = 24



ROT13
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https://en.wikipedia.org/wiki/ROT13

https://en.wikipedia.org/wiki/ROT13


Caesar Cipher
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https://en.wikipedia.org/wiki/Caesar_cipher

1. Share a numeric key with your partner between 1 and 25
2. Encipher a secret message using 

https://inventwithpython.com/cipherwheel/
3. Send the ciphertext to your partner
4. Decipher your partner’s message
5. Add the letters used in the deciphered message to chart 

of letter usage on the white board

https://en.wikipedia.org/wiki/Caesar_cipher
https://inventwithpython.com/cipherwheel/


Cryptanalysis
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Z WFLEU KYV BVP



Enigma
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https://en.wikipedia.org/wiki/Enigma_machine

https://en.wikipedia.org/wiki/Enigma_machine


Enigma
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https://en.wikipedia.org/wiki/Enigma_machine

https://en.wikipedia.org/wiki/Enigma_machine
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https://www.imdb.com/title/tt2084970/

https://www.imdb.com/title/tt2084970/


Encipher
plaintext → ciphertext
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Decipher
ciphertext → plaintext
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Encrypt
plaintext → ciphertext
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Decrypt
ciphertext → plaintext

38



Securing Data

1. Codes
2. Ciphers
3. Symmetric-Key Encryption
4. Public-Key (Asymmetric) Cryptography
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In-class demo

• Send a secure message across the room
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AES
Triple DES
…



plaintext →  → ciphertext

key →  



C →  

3 →  



C →  → F

3 →  



A →  → D

3 →  



T →  → W

3 →  



Decrypting



ciphertext →  → plaintext

key →  



F →  → C

3 →  



D →  → A

3 →  



W →  → T

3 →  
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Alice Bob

Eve



Public-Key Cryptography
Asymmetric-key encryption
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“Can the reader say what two numbers 
multiplied together will produce the number 
8616460799? I think it unlikely that anyone 
but myself will ever know.”

-- William Stanley Jevons - The Principles of Science (1874)
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Diffie-Hellman
RSA
…



RSA (Rivest – Shamir – Adleman)

• One of the oldest (1977) and most widely used public-key 
cryptosystems for secure data transmission

• Public-key cryptography: the encryption key is public and distinct 
from the decryption key, which is kept private

• RSA is one of the cryptosystems used in Transport Layer Security, 
which is used by HTTPS
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One-Way Function
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EASY

HARD



Trapdoor One-Way Function
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EASY

HARDEASY
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EASY

HARD

𝑚!𝑚𝑜𝑑	𝑛	 ≡ 𝑐

𝑚!𝑚𝑜𝑑	𝑛	 ≡ 𝑐
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Alice Bob

Eve

!𝑚𝑜𝑑	𝑛	

𝑚
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Alice Bob

Eve

𝑚!𝑚𝑜𝑑	𝑛 ≡ 𝑐
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Alice Bob

Eve

𝑐
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𝑚!𝑚𝑜𝑑	𝑛	 ≡ 𝑐

𝑐"𝑚𝑜𝑑	𝑛	 ≡ 𝑚



RSA (Rivest – Shamir – Adleman)

Public key  (𝑛 = 133, 𝑒 = 29)
Private key (𝑑 = 41)
Message: 99
Encrypt with: 𝑚!𝑚𝑜𝑑 𝑛 ≡ 𝑐
99"#𝑚𝑜𝑑 133 = 92
92 is the ciphertext message
Decrypt with: 𝑐$𝑚𝑜𝑑 𝑛 ≡ 𝑚
92%& 𝑚𝑜𝑑 133 = 99
We recovered the plaintext message!
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𝑚!𝑚𝑜𝑑	𝑛	 ≡ 𝑐
𝑐"𝑚𝑜𝑑	𝑛	 ≡ 𝑚

(𝑚!𝑚𝑜𝑑	𝑛)"𝑚𝑜𝑑	𝑛	 ≡ 𝑚
(𝑚!)"𝑚𝑜𝑑	𝑛	 ≡ 𝑚
𝑚!"𝑚𝑜𝑑	𝑛	 ≡ 𝑚



Prime numbers

A prime number (or a prime) is a natural number greater than 1 that is 
not a product of two smaller natural numbers

A composite number is a natural number greater than 1 that is not prime
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Integer factorization

Decomposition of a positive integer into a product of integers

Example:  3 × 5 is an integer factorization of 15

When the numbers are sufficiently large, no efficient non-quantum
integer factorization algorithm is known

The difficulty of this problem is important for the algorithms used 
in cryptography such as RSA public-key encryption
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Integer factorization

68



Coprime

Two integers 𝑎 and 𝑏 are coprime if the only positive integer that is 
a divisor of both is 1

Example:   8 and 9 are since 1 is their only common divisor
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modulo (or "𝑚𝑜𝑑") is the remainder after dividing one number by another

- Two integers 𝑎 and 𝑏 are congruent modulo 𝑛, if 𝑛 is a divisor of their difference

If there is an integer 𝑘 such that 
𝑎 – 𝑏 = 𝑘𝑛
38 − 14 = 2 × 12

38 ≡ 14 (𝑚𝑜𝑑 12)
38 𝑚𝑜𝑑 12 = 14 𝑚𝑜𝑑 12

14	𝑚𝑜𝑑	12 = 2
38	𝑚𝑜𝑑	12 = 2 



Multiplicative inverse

For a number 𝑥, there is a number &
'

which when multiplied by 𝑥 yields 1

Example:

The multiplicative inverse of 8 is &
(

8 × &
(
= 1
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Modular multiplicative inverse

For in integer 𝑎 there is an integer 𝑥 such that the product 𝑎𝑥 is 
congruent to 1 with respect to the modulus 𝑛

𝑎𝑥 ≡ 1 (𝑚𝑜𝑑 𝑛)

Example:
𝑎 = 5 𝑛 = 12 𝑥 = ?
5 × 5 ≡ 1 (𝑚𝑜𝑑 12)
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25	𝑚𝑜𝑑	12 = 1



Modulo operations

𝑎 + 𝑏 𝑚𝑜𝑑 𝑛 = 𝑎 𝑚𝑜𝑑 𝑛 + 𝑏 𝑚𝑜𝑑 𝑛 𝑚𝑜𝑑 𝑛

𝑎𝑏 𝑚𝑜𝑑 𝑛 = 𝑎 𝑚𝑜𝑑 𝑛 𝑏 𝑚𝑜𝑑 𝑛 𝑚𝑜𝑑 𝑛

𝑎! 𝑚𝑜𝑑 𝑛 = (𝑎 𝑚𝑜𝑑 𝑛)! 𝑚𝑜𝑑 𝑛
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Euler's totient function 
aka. Euler’s phi function
𝜑 𝑛 Counts the positive integers less than 𝑛 that do not share a 
common factor greater than 1 with 𝑛
Example:

𝜑 8 = ?

75

1
2
3
4
5
6
7

𝜑(8) = 4

These integers are coprime to 𝑛



Euler's totient function 
aka. Euler’s phi function 
𝜑 𝑛 Counts the positive integers less than 𝑛 that do not share a 
common factor greater than 1 with 𝑛
Example:

𝜑 7 = ?
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1
2
3
4
5
6

𝜑(7) = 6



Euler's totient function 
aka. Euler’s phi function 
𝜑 𝑛 Counts the positive integers less than 𝑛 whose gcdwith 𝑛 are 
equal to 1
Example:

𝜑 7 = ?
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1
2
3
4
5
6

𝜑(7) = 6

gcd(1, 7) 	= 	1
gcd(2, 7) 	= 	1
gcd(3, 7) 	= 	1
gcd(4, 7) 	= 	1
gcd(5, 7) 	= 	1
gcd(6, 7) 	= 	1



Euler's totient function 
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Euler's totient function 
aka. Euler’s phi function
𝜑 𝑛 of any prime number 𝑛 is equal to 𝑛 − 1

Example:
𝜑 13 = 13 − 1 = 12
𝜑 17 = 17 − 1 = 16
𝜑 31 = 31 − 1 = 30
𝜑 21377 = 21377 − 1 = 21376
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phi of any prime is EASY to compute



Euler's totient function 
Euler's totient function is a multiplicative function, meaning that if 
two numbers 𝑚 and 𝑛 are coprime, then

𝜑 𝑚𝑛 = 𝜑 𝑚 𝜑 𝑛

coprime:  the number 𝑚 and 𝑛 do not share a common factor
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Euler's totient function 
Given two prime numbers 𝑝 and 𝑞

𝑛 = 𝑝𝑞

𝜑 𝑛 = 𝜑 𝑝𝑞 = 𝜑 𝑝 𝜑 𝑞 = (𝑝 − 1)(𝑞 − 1)

Example:
91 = 7 × 13

𝜑 91 = 7 − 1 13 − 1 = 6 × 12 = 72
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Euler’s theorem
A relationship between the phi function and modular exponentiation
Euler’s theorem states that if 𝑎 and 𝑛 are coprime then

𝑎! " ≡ 1 (𝑚𝑜𝑑 𝑛)

Example:
𝑎 = 5 , 𝑛 = 8
5) ( ≡ 1 𝑚𝑜𝑑 8
5% ≡ 1 𝑚𝑜𝑑 8
625 ≡ 1 (𝑚𝑜𝑑 8)
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Solving for the private key 𝑑 (trap door!)
• Given that 1* = 1
• 𝑚) + ≡ 1 (𝑚𝑜𝑑 𝑛)
• (𝑚) + )* ≡ 1 (𝑚𝑜𝑑 𝑛)
• 𝑚*) + ≡ 1 (𝑚𝑜𝑑 𝑛)
• Multiply both sides by 𝑚
• 𝑚 I 𝑚*) + ≡ 𝑚 (𝑚𝑜𝑑 𝑛)
• 𝑚*) + ,& ≡ 𝑚 𝑚𝑜𝑑 𝑛
• 𝑚!$ ≡ 𝑚 (𝑚𝑜𝑑 𝑛)
• 𝑒𝑑 = 𝑘𝜑 𝑛 + 1

• 𝑑 = *) + ,&
!
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RSA (Rivest – Shamir – Adleman)

Generate the public key (e, n):
1. Select two large prime numbers 𝑝 and 𝑞
2. Calculate 𝑛 = 𝑝𝑞
3. Calculate 𝜑 𝑛 = (𝑝 − 1)(𝑞 − 1)
4. Chose 𝑒 such that

1. Must be prime 
2. 1 < 𝑒 < 𝜑 𝑛
3. Must be coprime with 𝜑 𝑛

Generate the private key (d)
1. Calculate 𝑑 such that 𝑑 = !" # $%

&
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Is RSA Safe?

• RSA Factoring Challenge
• https://en.wikipedia.org/wiki/RSA_numbers
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https://en.wikipedia.org/wiki/RSA_numbers

