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Storing a hash instead of a password
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Spicing up the password with 'l‘

s

Password: spaghetti

Salt: QUHLGCHTX

<z

Salted Password:  spaghettiguRtGCTTx Wﬂw‘



Spicing up the password with 'l‘

s

user6:$6SquHtGCEfTxSLk9AyxmfIJ7gav9TC3MEN7wwzadtb:18323:0:99999:7:::

[\

Salt is stored along with the hashed password

Hashed password
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Spicing up the password with

A pepper is like a regular salt, but not stored
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https://en.wikipedia.org/wiki/Codebook
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Encode

plaintext — codetext



Decode

codetext — plaintext
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Caesar Cipher

"If he had anything confidential to say, he wrote it in cipher, that is, by so changing the order of the letters
of the alphabet, that not a word could be made out. If anyone wishes to decipher these, and get at their

meaning, he must substitute the fourth letter of the alphabet, namely D, for A, and so with the others."
— Suetonius, Life of Julius Caesar



https://en.wikipedia.org/wiki/Suetonius
https://en.wikipedia.org/wiki/Life_of_Julius_Caesar

Caesar Cipher

AlB[C|D[E|F

Left shift of 3

A[B|CIDIE|F

19



Caesar Cipher

o =

Left shift of 3
Plaim A B C DIEIF/ G H|II JIKILMNOPI QR SIT UV WX |Y|Z
Cipher X Y| Z|/A/B|C/D EFG/H|I|J|KIL MNO|PQR|S|T U VW

Plaintext: THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG
Ciphertext: QEB NRFZH YOLTK CLU GRIJMP LSBO QEB IXWV ALD

20
https://en.wikipedia.org/wiki/Caesar cipher



https://en.wikipedia.org/wiki/Caesar_cipher

Caesar Cipher (using modulo)

(%] 1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 | 14 | 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24 | 25

A B CDEFGH|I|l JKILMNOP|QR SIT|U/V W|X Y| Z

E.(x) = (x+n)mod 26

D,(x) = (x —n) mod 26

21



Modulo

modulo (or "mod”) is the remainder after dividing one number by another

Example:

14

14 mod 12 = 2 5= 1 with a remainder of 2

22



modulo (or "mod”) is the remainder after dividing one number by another

- Think of the value to the left of the mod as the number of steps around the clock

Examples: ey
38 mod 12 = 2
7mod 12 = 7
14 mod 12 = 2
38mod 12 = 2

23



Caesar Cipher (using modulo)

o =

Right shift of n =5

(%] 1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 | 14 | 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24 | 25

A B CDEFGH|I|l JKILMNOP|QR SIT|U/V W|X Y| Z

E.(x) = (x+n)mod 26

E-(2) =(2+5)mod 26 =7

24



Caesar Cipher (using modulo)

o =

Right shift of n =5

(%] 1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 | 14 | 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24 | 25

A B CDEFGH|I|l JKILMNOP|QR SIT|U/V W|X Y| Z

E.(x) = (x+n)mod 26

E<(2) = (24 4+ 5) mod 26 = 3

25



Caesar Cipher (using modulo)

o =

Right shift of n =5

(%] 1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 | 14 | 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24 | 25

A B CDEFGH|I|l JKILMNOP|QR SIT|U/V W|X Y| Z

D,(x) = (x —n) mod 26

D<(7) = (7 — 5) mod 26 = 2

26



Caesar Cipher (using modulo)

o =

Right shift of n =5

(%] 1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 | 14 | 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24 | 25

A B CDEFGH|I|l JKILMNOP|QR SIT|U/V W|X Y| Z

D,(x) = (x —n) mod 26

D-(3) = (3 —5) mod 26 = 24

27



https://en.wikipedia.org/wiki/R0OT13



https://en.wikipedia.org/wiki/ROT13

Caesar Cipher

1. Share a numeric key with your partner between 1 and 25
2. Encipher a secret message using
https://inventwithpython.com/cipherwheel/

Send the ciphertext to your partner

Decipher your partner’s message

Add the letters used in the deciphered message to chart
of letter usage on the white board

ViAW

29

https://en.wikipedia.org/wiki/Caesar cipher



https://en.wikipedia.org/wiki/Caesar_cipher
https://inventwithpython.com/cipherwheel/

Cryptanalysis



4/ WELEU KYV BVP
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https://en.wikipedia.org/wiki/Enigma machine

32


https://en.wikipedia.org/wiki/Enigma_machine

https://en.wikipedia.org/wiki/Enigma machine

33


https://en.wikipedia.org/wiki/Enigma_machine

https://www.imdb.com/title/tt2084970/
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https://www.imdb.com/title/tt2084970/

Encipher

plaintext — ciphertext



Decipher

ciphertext — plaintext



Encrypt

plaintext — ciphertext



Decrypt

ciphertext — plaintext
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In-class demo

* Send a secure message across the room



AES
Triple DES
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Decrypting
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Public-Key Cryptography



“Can the reader say what two numbers
multiplied together will produce the number
86164607997 I think 1t unlikely that anyone

but myself will ever know.”



Diffie-Hellman
RSA



RSA (Rivest — Shamir — Adleman)

* One of the oldest (19/7) and most widely used public-key
cryptosystems for secure data transmission

* Public-key cryptography: the encryption key is public and distinct
from the decryption key, which is kept private

* RSA is one of the cryptosystems used in Transport Layer Security,
which is used by HTTPS
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RSA (Rivest — Shamir — Adleman)

Public key (n = 133, e = 29)
Private key (d = 41)

Message: 99

Encrypt with: m®mod n =

9922 mod 133 = 92

92 is the ciphertext message
Decrypt with: “modn = m

92*1 mod 133 = 99

We recovered the plaintext message!




mémod n
d

modn =m

(mémod n)“modn =m
(m®)%modn =m
mé“modn =m



Prime numbers

A prime number (or a prime) is a natural number greater than 1 that is
not a product of two smaller natural numbers

A composite number is a natural number greater than 1 that is not prime

66



Integer factorization

Decomposition of a positive integer into a product of integers

Example: 3 X 5 is an integer factorization of 15

When the numbers are sufficiently large, no efficient non-quantum
Integer factorization algorithm is known

The difficulty of this problem is important for the algorithms used
In cryptography such as RSA public-key encryption

67



Integer factorization

Fime Required

Factor
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Coprime

Two integers a and b are coprime if the only positive integer that is
a divisor of both is 1

Example: 8 and 9 are since 1 is their only common divisor

69



modulo (or "mod”) is the remainder after dividing one number by another

- Two integers a and b are congruent modulo n, if n is a divisor of their difference

If there is an integer k such that
a-b = kn
38 — 14 = 2X%x12

14 mod 12 = 2
38 mod 12 = 2

38 = 14 (mod 12)
38 mod 12 = 14 mod 12

/1



Multiplicative inverse

For a number x, there is a number % which when multiplied by x yields 1

Example:

The multiplicative inverse of 8 is %

8X -=1

72



Modular multiplicative inverse

For in integer a there is an integer x such that the product ax is

congruent to 1 with respect to the modulus n
25mod 12 =1

ax =1 (mod n)

Example:
a=5 n=12 x =7
5X5 =1 (mod 12)

73



Modulo operations

(a + b) mod n = |[(a mod n) + (b mod n)| mod n

ab mod n = |[(a mod n)(b mod n)| mod n

a* mod n = (a mod n)* mod n

74



Euler's totient function

aka. Euler’s phi function

@(n) Counts the positive integers less than n that do not share a
common factor greater than 1 with n

Example:

These integers are coprime to n

p(8) =7 9(8) = 4

S on o] ] o [
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Euler's totient function

aka. Euler’s phi function

@(n) Counts the positive integers less than n that do not share a
common factor greater than 1 with n

Example:

p(7) =7 p(7) =6

ON|UT| |- (|G [DN [[=

76



Euler's totient function

aka. Euler’s phi function

@(n) Counts the positive integers less than n whose gcd with n are

equal to 1
Example:

@(7) =7

ON[|UT| [ ||| [

gcd
gcd
gcd
gcd
gcd

gcd

o(7) =6

77



Euler's totient function

78



Euler's totient function

aka. Euler’s phi function
@(n) of any prime number n is equalton — 1

Example:
9(13) =13 —1=12
p(17) =17 —1 =16
©(31) =31 —1=230
©(21377) = 21377 — 1 = 21376

phi of any prime is to compute

79



Euler's totient function

Euler’s totient function is a multiplicative function, meaning that if
two numbers m and n are coprime, then

p(mn) = ¢@(m) ¢(n)

coprime: the number m and n do not share a common factor

80



Euler's totient function

Given two prime numbers p and q

n=pq

p(n) = ppq) = ) p(q@) = (p —1)(q — 1)

Example:

91 =7 %13
p91)=(7—-1)(13-1)=6%x12 =72

81



Euler’s theorem

A relationship between the phi function and modular exponentiation
Euler’s theorem states that if a and n are coprime then

a?™ =1 (mod n)

Example:
a=5, n=28
5¢8) = 1 (1nod 8)

5% = 1 (mod 8)
625 =1 (mod 8)

82



°‘m

Solving for the private key d (trap door!)

e Given that 1* =1

e m?™ =1 (mod n)

e (M?M™Y% =1 (mod n)
mke™ =1 (mod n)

e Multiply both sides by m
e m - mkP™ = m (mmod n)
mkeM+1 = 1 (mod n)

¢d = m (mod n)

ced =kp(n) +1

e d — ko(n)+1
e

83



RSA (Rivest — Shamir — Adleman)

Generate the public key (e, n):

1. Select two large prime numbers p and g
2. Calculate n = pg

3. Calculate p(n) =(p—1)(gq — 1)

4. Chose e such that
1. Must be prime
2. 1<e< @)
3. Must be coprime with ¢@(n)

Generate the private key (d)

1. Calculate d such that d = <20+

e




Is RSA Safe?

* RSA Factoring Challenge
e https://en.wikipedia.org/wiki/RSA numbers

RSA-260 [edit]

RSA-260 has 260 decimal digits (862 bits), and has not been factored so far.

RSA-260 = 2211282552952966643528108525502623092761208950247001539441374831912882294140
2001986512729726569746599085900330031400051170742204560859276357953757185954
2988389587092292384910067030341246205457845664136645406842143612930176940208
46391065875914794251435144458199



https://en.wikipedia.org/wiki/RSA_numbers

