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Confidentiality

Ensuring that information is accessible only to 
those authorized to have access
- data encryption
- access controls
- authentication mechanisms
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Integrity

Maintaining the accuracy and consistency of data 
over its entire lifecycle
- checksums
- cryptographic hashes
- digital signatures
- access and modification logs
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Availability

Ensuring that information and resources are 
accessible to authorized users when needed
- redundant systems
- backups
- failover processes
- disaster recovery plans
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Software Vulnerabilities

1. Common Vulnerabilities
2. Software Race Condition Vulnerabilities
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Software Vulnerabilities

1. Common Vulnerabilities
2. Software Race Condition Vulnerabilities
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CWE - Common Weakness Enumeration

CWE is a category system for software weaknesses and 
vulnerabilities

- Provides a unified, measurable set of criteria for assessing the severity of 
software vulnerabilities

- CWE aims to serve as a common language for describing software 
security weaknesses in architecture, design, or code
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CVE - Common Vulnerabilities and Exposures

CVE is a specific publicly disclosed cybersecurity 
vulnerability and exposure

- A CVE entry includes an identification number, a description 

- It is focused on specific vulnerabilities in software and hardware

- Used to ensure that security professionals are discussing the same issue 

- Serve as a common language for describing software security weaknesses

12



13
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Severity Score Metrics

1. Attack Vector (AV)
2. Attack Complexity (AC)
3. Privileges Required (PR)
4. User Interaction (UI)
5. Scope (S)
6. Confidentiality (C)
7. Integrity (I) 
8. Availability (A)
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Attack Vector (AV)
This metric reflects how the vulnerability is exploited

- N (Network): vulnerability can be exploited remotely through a network

- A (Adjacent): attack must be launched from the same shared physical or 
logical network

- L (Local): attack requires local access or physical access to the device

- P (Physical): attacker needs to physically touch or manipulate the vulnerable 
component
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Attack Complexity (AC)
This metric describes the conditions beyond the attacker's 
control that must exist to exploit the vulnerability

- L (Low): Specialized access conditions or extenuating circumstances do 
not exist. The attacker can expect repeatable success

- H (High): A successful attack depends on conditions beyond the 
attacker's control, reducing the probability of a successful attack
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Privileges Required (PR)
This metric describes the level of privileges an attacker must 
possess before successfully exploiting the vulnerability

- N (None): attacker does not require any privileges to exploit the vulnerability

- L (Low): attacker requires privileges that provide significant user capabilities 
(e.g., basic user privileges)

- H (High): attacker requires privileges that offer significant control over the 
system (e.g., admin privileges)
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User Interaction (UI)
This metric captures whether the vulnerability requires user 
interaction to be exploited

- N (None): vulnerability can be exploited without any user interaction

- R (Required): vulnerability requires a user to take some form of action
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Scope (S)
This metric reflects whether a vulnerability in one software 
component impacts resources in components beyond its 
security scope

- C (Changed): exploited vulnerability can affect resources beyond its 
security scope (i.e., it impacts other components)

- U (Unchanged): exploited vulnerability affects the same software 
component
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Confidentiality (C) Integrity (I) Availability(A)
These metrics measure the impact on confidentiality, integrity, 
and availability of the exploited system

- H (High):  total loss of confidentiality, integrity, or availability

- L (Low): limited impact of confidentiality, integrity, or availability

- N (None):  no impact on the confidentiality, integrity, or availability
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Software Vulnerabilities

1. Common Vulnerabilities
2. Software Race Condition Vulnerabilities
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What Are Race Conditions?

Race conditions occur when the outcome of a software 
process is dependent on the sequence or timing of 
uncontrollable events

They arise in concurrent systems where processes or 
threads operate in parallel
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ATM 1 ATM 2
Balance: $100

$90 $90

Dispense $90 Cash Dispense $90 Cash

New Balance: $10 
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