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https://cwe.mitre.org/data/index.html
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https://cwe.mitre.org/data/index.html
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https://cwe.mitre.org/data/definitions/787.html

https://cwe.mitre.org/data/definitions/787.html


What is a buffer overflow?

More bytes are written to a buffer than allocated for it
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Buffer (8 bytes) Overflow
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Draw lines from variables to memory:
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Call Stack

- A call stack is a stack data structure that stores information about 
the active functions of a computer program

- A call stack is composed of stack frames

- A stack frame is a data structure used to store information about 
each function call
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Draw the state of all six call stacks:

#1 #2 #3

#4 #5 #6
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How do we know the addresses of the local variables and arguments?

Frame Pointer (ebp)

In the x86 architecture the frame pointer 
is stored in a special register called ebp
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Arguments
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ebp = 0xffffcfb8

Write in the location of variables and arguments in the stack frame:

Write the distance in bytes from the frame pointer (ebp):

4 bytes

4 bytes
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Arguments

Local Variables

Low Addresses

High Addresses

Arguments

Local Variables

ebp = 0xffffcfb8

Main frame pointer = 0xffffcfd8

Old ebp: 

Ret Address: 

Write in the return address and old ebp:

0x565561c3
Return Address:
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Arguments

Local Variables

Low Addresses

High Addresses

Main

Old ebp

Return Address

buffer[0]
buffer[1]
    .
    .
    .
buffer[9]

character buffer

buffer[10]
buffer[11]
buffer[12]
    .
    .
    .


