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SYN Flooding Attack



TCP Three Way Handshake



TCP Handshake



SYN Floods



SYN Floods



TCP Flags

TCP Header Syncrhonize (SYN) Flag



Establishing Connections



SYN Flooding Attack



Launching SYN Flooding Attacks



What Makes SYN Attack Fail
• TCP retransmission (On Server)

# sysctl net.ipv4.tcp_synack_retries

net.ipv4.tcp_synack_retries = 5

• The size of the SYN queue

# sysctl net.ipv4.tcp_max_syn_backlog

net.ipv4.tcp_max_syn_backlog = 512



What Makes SYN Attack Fail

• TCP cache

# ip tcp_metrics show

10.0.2.68 age 140.552sec cwnd 10 rtt 79us ... source 10.0.2.69

# ip tcp_metrics flush



TCP Reset Attack



How to Close TCP Connections?



TCP Flags

TCP Header Finish Flag



TCP Flags

TCP Header Reset Flag



Constructing Reset Packet



TCP Rest Attack: Sample Code



TCP Session Hijack Attack



TCP Session Hijacking



Transmission Control Protocol



TCP Acknowledgement Numbers



ACKing Multiple Segments



ACKing Multiple Segments



Transmission Control Protocol



Transmission Control Protocol



Transmission Control Protocol



Hijacking Sequences Number



Reverse Shell


