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nmap

• nmap --> Network Mapper is a free and open source utility for 
network discovery and security auditing

• Useful for tasks such as network inventory, monitoring hosts



nmap
• nmap uses raw IP packets in novel ways to determine what 

• Hosts are available on the network

• Services those hosts are offering (ports/applications/versions)

• Operating systems the hosts are running

• Type of firewall and packet filters are in use

• nmap runs on all major computer operating systems



nmap

• Network enumeration:   nmap –PR –sn <network>

• Host reconnaissance:   nmap –sT <host>



Firewall



Concept
• Direction

• Ingress

• Egress

• Types

• Packet Filter

• Stateful Firewall

• Application/Proxy Firewall



Packet Filter



Stateful Firewall



Application/Proxy Firewall


