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Warnings
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Some HCI background



The old computing is about what computers 
can do; The new computing is about what 
people can do.
    – Ben Shneiderman



Some key HCI questions
• How to DESIGN a computer system?
• How to EVALUATE a computer system?
• What are the PSYCHOLOGICAL THEORIES governing 

interaction with technology?
• How does emerging technology create SOCIETAL 

CHANGE?
• How does technology intersect with ECONOMICS and 

POLICY?



Security & Privacy
+

Human-Computer Interaction
=

Usable Security and Privacy 
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Security vs. HCI vs. Usable Security
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Security Usability/HCI Usable Security
What is the space of 
possible passwords?

How can we make the 
password space larger to 
make the password 
harder to guess?

How are the stored 
passwords secured?

Can an attacker gain 
knowledge by observing 
a user entering her 
password?

How difficult is it for a 
user to create, 
remember, and enter a 
password? How long 
does it take?

How hard is it for users to 
learn the system?

Are users motivated to 
put in effort to create 
good passwords?

Is the system accessible 
for users of all abilities?

All the security/privacy 
and usability HCI 
questions

How do users select 
passwords? How can we 
help them choose 
passwords harder for 
attackers to predict?

As the password space 
increases, what are the 
impacts on usability 
factors and predictability 
of human selection?



Security Warnings



Developer’s Perspective



User’s Perspective



Users swat away warning dialogs

• RQ: How can we get 
users to pay attention?
• Should we even

require them to pay 
attention?

• RQ: How do we get users
to understand the warning?
• Do they even need

to understand to do the
right thing? 



Warnings and the themes of the class

• Unmotivated user
• “All I want is to do this thing”

• Uninformed user
• Security fatigue
• So many warnings, which one should I pay attention to?

• User workflow
• Interruptions and annoyances

• And also: Users are not the enemy
• Showing a warning may not be enough
• Can’t blame a user for “clicking through” a warning when bad things happen: 

we should design better warning systems



Designing NEAT security warnings

• When is it appropriate to 
interrupt users with a 
warning dialog to ask 
security questions?

• When presenting a security 
question to a user with a 
dialog, how should the 
dialog user interface be 
designed?

SOUPS Poster 2011



Ask yourself: Is your security or privacy UX:
NECESSARY?

EXPLAINED?

ACTIONABLE?

TESTED? 

Can you change the architecture to eliminate or defer this 
user decision?
Does your UX present all the information the user needs to 
make this decision? Have you followed SPRUCE? (see back)
Have you determined a set of steps the user will realistically 
be able to take to make the decision correctly?
Have you checked that your UX is 
NEAT for all scenarios, both 
benign and malicious?

NEAT



SPRUCE For more info, contact neatux@microsoft.com

When you involve the user in a NEAT security or privacy 
decision, explain the decision using these 6 elements:
SOURCE:  State who or what is asking the user to make a decision

PROCESS:  Give the user actionable steps to follow to make a good decision

RISK:  Explain what bad thing could happen if the user makes the wrong decision

UNIQUE KNOWLEDGE user has: Tell the user what information they bring to the decision

CHOICES:  List available options and clearly recommend one

EVIDENCE:  Highlight information the user should factor in or 
                            exclude in making the decision



What’s wrong?



Good Warnings

• Helps users determine whether they are actually at risk

• Stops users from doing something dangerous in risky context

• Doesn’t interfere with non-risky contexts

• Research CHALLENGE: Very difficult to design experiments where 
there is real risk involved for users.



Phishing and Warnings

• Study Design Challenges

• Need to observe users 
interacting with warnings 
without them knowing 
they’re being studied

• Make users feel like they 
are under attack without 
actually putting them at 
risk

CHI 2008



Deception Study

• “Online shopping study”
• Participants were told the purpose of the study was to measure how they interacted 

with an online shopping website

• Directed to purchase paperclips on Amazon
• Answer questions about that experience
• Also check email for receipt of purchase

• BUT! Researchers sent them a phishing email

• Ensured that the phishing links triggered the warnings in various web 
browsers being tested



Image from lecture by Lorrie Cranor (https://cups.cs.cmu.edu/courses/ups-sp17/12-warnings.pdf)

• Emails captures by anti-phishing 
systems 

• Amazon lawyers called CMU

https://cups.cs.cmu.edu/courses/ups-sp17/12-warnings.pdf


Warning Messages (2008)



Wogalter Model 

• Identify reasons that a 
particular warning is 
ineffective



Habituation and Motivations



USENIX Security 2013Alice in Warning Land

• Observe “warning impressions” 
in situ using In-browser 
telemetry
• No need for deceptions

• Warning message types
• Malware/Phishing
• SSL Warnings



Malware Warning Messages (2012/2013)



SSL Warning Messages (2012/2013)



Viewing SSL Security Warnings Today



Self Signed/Invalid Authority (2019)

Chrome Firefox



Revoked Certificate (2019)

Chrome Firefox



Malware Warnings (2019)

Chrome Firefox



Data Collection --- huge data collection!



Some Results
Some warnings seem to work well, 
others work very poorly.

What is the difference between Malware and SSL?



Implications

• Some warnings are effective
• Some less so (improve those!)

• The kind of error for SSL may have an impact
• Untrusted vs. Expired

• Technical backgrounds increase clickthrough
• E.g., users who use Linux
• Curiousity vs. confidence?

• The number of clicks doesn’t have a large impact
• Hiding the “proceed” button doesn’t really change behavior

• There’s been real change in Google Chrome since the publication of this study



Is it possible to focus users’ attention on key 
information?

• Use ATTRACTORS to draw 
attention to the publisher’s 
name
• Force delay before users can 

install
• Force interaction before users 

can install
• Force users to read publisher 

name

SOUPS 2013



The experiment: Can you spot the difference?

suspiciousbenign



Delay and Focus: Animation and Reveal



Force Interaction



ANSI Standard Warnings



Different Messaging



The Task

• Participants were asked to evaluate three online games
• Form contained a link to the game
• Participants must install the game

• Ecological Validity
• “By clicking on this link you acknowledge that the website you will be directed 

to is in no way affiliated with Carnegie Mellon University, and that CMU is in 
no way responsible for the content of this website.”
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Online games evaluation survey
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Assigned game #1: Mars Buggy Online

Attention: The website whose URL appears 
above is external to this study. Our researchers 
do not control its contents
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Please enter a one-sentence description of the 
game you played

Have you ever played this game before?
Do you think this game is fun?

Were you able to play the game?
¢ Yes
¢ No (you will be assigned another game to 
evaluate)
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Was there any other aspect of the game you 
thought could have been improved?
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Assigned game #2: Tom and Jerry Refrigerator 
Raid Game
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Assigned game #3: Colliderix Level Pack
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Benign condition:
“Microsoft Corporation”
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Suspicious condition:
“Miicr0s0ft Corporation”



Participant Decision Design

• Amazon Mechanical Turk
• Must complete the task they accept (otherwise, don’t earn money)

• Incentivized to finish an accepted task
• Want to minimize the time and effort on each task

• Opportunity cost

• “You can skip a game. If you do, we will assign you another.”
• It was ok to say NO but may be longer to complete

• Time/Money vs. Security
• Install -> Take small risk, play the game, finish sooner
• Not Install -> No risk, but waste time doing another game

• All participants were DEBRIEFED after the study



Some Results

Control

All attractors work well



What about habituation/fatigue?

• Test if attractors are still 
affective after habituation
• High habituation
• Low habituation

• Reused Attractors
• Habituation period
• Test period 

SOUPS 2014



Two dialogs

habituation test

How long until participants read the status message?



Some Results

Complied with “no” in the 
first dialog they were 
asked to do so

The number of 
habituation exposures

ANSI Warnings and control 
showed dramatic 
habituatoin

Delayed also habituated

Interaction was less 
habituated with exposure


