
Phishing and 
Privacy Notices

1



Why John (Podesta) can’t protect his emails?



Bitly Link



Spam/Phishing/Spear Phishing

• Spam
• Large scale advertising campaigns via email
• May want to defraud – but may also want to legitimately sell something

• Phishing
• Fraudulent email that looks real 
• Usually used to try and extract some information or money

• Spear Phishing
• A phishing campaign that is targeted and personalized
• John Podesta Attack



Spam



Where was all this Spam coming from?

• Open Mail Relays
• Web servers running SMTP that will send/relay any message without 

authentication
• Used to be quite common – less so now 

• Botnets
• Networks of infected machines under a centralized control
• Used for Denial-of-Service attacks
• Also used to run/send millions of SPAM emails



Who clicks on SPAM? 
How can this be profitable?

CCS 2008



Storm Botnet



What to do when you have a botnet?



Conversion Rate



Profit



Spam feels “solved” 

• Economics Changed
• Easier to find online a lot of the items being sold, such as drugs
• Users “wised up”

• Closing Email Relays
• Open relays are mostly blocked or tracked
• More tools to track where emails originated friends

• Natural Language Analysis
• Bayesian analysis of text got very good at detecting spam
• Filtering got a lot better



Spam is different than Phishing

• Phishing
• Designed specifically for deception
• Sent from real email address, normal language 
• Smaller scale
• Take advantage of human failures
• Still a real problem



Phishing



Why does phishing work?

• Lack of Knowledge
• Lack of computer system knowledge
• Lack of knowledge of security indicators

• Visual Deceptions
• Visually deceptive text
• Images masking underlying text
• Images mimicking windows
• Windows making underlying windows
• Deceptive look and feel

• Bounded Attention
• Lack of attention to security indicators
• Lack of attention to the absence of 

security indicators

CHI 2006



Visual Indicators (circa 2006)



Phishing or non Phishing? 



Phishing or non Phishing?



Phishing or non Phishing



People do bad at these kind of tasks



Phishing is still a big problem today … 



PhishTank
https://phishtank.org/ 

https://phishtank.org/


PhishTank



PhishTank



PhishTank – user verified phishing



PhishTank – user verified phishing



PhishTank – user verified website



PhishTank – user verified website



Helping end users?



PhishGuru -- Training



Training



Training



Training



Training (iteration)



Training (iteration)



Training (iteration)



How to design and measure 
effective phishing training

CHI’2018



Developed five different training materials to 
help teach about phishing and its harms

Facts and Advice Personal Stories

vs.



Executed a spam campaign at their university

• Randomly targeted 2000 staff 
members 
• Sent four kinds of spam emails
• Spread out over two months
• Unique links for tracking which users 

clicked what

• If a link is clicked, user is directed 
to a set of (five) trainings
• Effectiveness of a given training is 

determined based on if they click 
future phishing emails



Ethics?

• Questions of Ecological validity
• What happens if participants 

knew they were part of a study?
• Hawthorn Effect

• Participants behave in a way to 
please the researchers

• Increase likely of clicking
• They were told they would receive 

benign emails



Click rate and results… 

No statistical difference

Advice from an expert is nearly twice as effective, but…



Spear Phishing



Spearphishing vs. Phishing

• Hyper-targetted phishing emails that are often hyper-personalized in 
order to gain access to an account or get money



Privacy Notifications



Have you ever read a privacy policy?

• Not well understood
• Difficult to read
• Ineffective
• Not actively reviewed by most users







Problems with Self Management

• Uninformed Individual
• “notice and choice” – but most 

people don’t read privacy policies
• Privacy notices are long and 

difficult
• Users operated under incorrect 

assumptions and are not well 
informed about how their data 
could be used
• Unmotivated user?

• Skewed Decision Making
• Users cannot assess the 

consequences of disclosure
• Disconnect between high value of 

privacy and behavior
• Privacy paradox!



Structural Problems with Self Management

• Scale
• A user may be able to manage one 

or two entities, but not at the 
scale of the internet

• Aggregation
• Sharing in isolation may be 

combined to create aggregate 
profiles
• Containing privacy in one entity 

may not affect others

• Assessing Harm
• Immediate benefits outweigh 

“future detriments” 
• Consent is a short-term choice, 

disclosure is a long-term effect



Understanding the space of notices (c. 2015)

• Survey existing privacy notices

• Identified challenges, 
requirements, and best practices 
in the design of privacy notices

• Systemization of knowledge and 
a taxonomy

SOUPS 2015



Challenges for Effective Privacy Notices

• Notice Complexity
• Conflation of requirements
• Long privacy policies full of jargon, 

legal vocab, business relations
• Purposefully vague and unclear to 

regular users

• Lack of Choices
• Inform but offer no real choices
• Using the service, regardless of 

reading the notice is interpreted as 
consent

• Can be mere warnings: “CCTV in use”

• Notice Fatigue
• Feel like it is pointless to read them 

because of complexity and a lack of 
choice

• Businesses may change privacy 
notices frequently, leading to more 
notice and dismissal at a high 
frequency

• Decoupled Noticed
• Notice is presented in one context, 

e.g., on a website or a manual, but 
not in the larger context in which the 
data may be used

• May not read the notice for the right 
context or service



How much time and money does it cost to 
stay up to date on privacy policies? (c. 2008)
• Online study with 212 participants to measure the 

time to skim online privacy policies
• Reading time estimates based on 75 most popular 

websites, average reading rate of 250 words per 
minute

• Complete Reading time
• Lower bound 181 hours
• Upper bound 304 hours
• Estimate: 304 hours

• Skimming Reading Time
• Lower Bound 81 hours
• Upper Bound 154 hours
• Estimate: 293 hours

• “We present a range of values, and found the 
national opportunity cost for just the time to read 
policies is on the order of $781 billion”. 

I/S: Journal of Law and Policy 2008





Privacy Notice Design Space



Timing of Notices 

• At setup
• Used fir the first time

• Just in time
• When active vs. inactive

• Context dependent
• When changes occur, such as a change in 

location
• Periodic

• How frequently after initial setup do 
notices keep occurring? 

• Persistent
• Show notice all the time

• On Demand
• “privacy dashboard”



Channel – delivery mechanism of notice

• Primary
• Provided on the same platform of the 

device

• Secondary
• Provided on second channel
• E.g., wearables, devices without 

displays

• Public
• Public notices when specific users 

may be hard to identify



How are privacy notice displayed and 
communicated?
• Visual

• Text notices
• Images and icons

• Auditory
• Spoken word
• Sounds

• Error/Warning message
• Haptic

• E.g., Vibration on wearable
• Machine Readable

• DoNotTrack, Cookies
• Within the protocotols 



How does the service respond to consent?

• Blocking
• Cannot continue until providing 

consent
• Cannot use service without consent

• Non-Blocking
• Can limit access and still use the 

service
• E.g., sharing settings on FB

• Decoupled
• No direct choice of access, but 

informs users of places to observe 
and alter privacy later

• E.g., privacy dashboards



Example



Example



Example



Other examples?



Discussion Questions

• How are we doing on privacy notices today?

• Are there features of the design space that are missing?

• Can we use the design space to evaluate other kinds of notices, or is it 
specific to privacy? 

• Have you ever used a privacy dashboard? 
https://myactivity.google.com


